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BALANCING THE SCALES: COMPETITION LAW MEETS CONSUMER RIGHTS IN THE
AGE OF DIGITAL MARKETS

(RISHABH TOMAR)

ABSTRACT

This paper sees traditional competition law concerns adapting to the technological age, self-
serving advertising, and oddities of modern consumption experiences in terms of pricing
strategies. The increased availability of large data and advanced methods for its analysis has
allowed major concerns to segment markets and manipulate offers and prices depending on the
buyer’s behavior. Although this can bring benefit to consumer, it will cause issues like fairness,
discriminative charges, and consumption rights diminish. By drawing out the antecedents of
competition law and consumer protection, this paper on examining the two disciplines lays its
foundation in this section. It raises the issue of how companies use betting options and deceptive
practices like dark design to get round the principles of competing. With consumer behavior being
turned into a product, governments have to respond by helping people be informed and safe from
certain unfair practices. We consider emerging regulatory initiatives which, on balance, appear
to seek to redress the situation, such as the policies on data dominance, consumer data rights, and
algorithmic transparency. As such, this paper calls for a new competition framework that will seek
not only to deal with market power but also protect consumers against unprecedented digital harm.
In the long run, the legal rules need to restore coherence between encouraging innovation and

protecting consumers in an emerging global complex digital environment.
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1. INTRODUCTION
1.1 Background and Context

Competition law in its historical past sought to enhance competition in the markets and curb
formation of monopoly and serve consumers’ interests. Among the tasks is to protect fair
competition, non-implementation of actions that entails market dominance, and prohibition of
cartels and other restrictive deals.! In its historical experience, competition law has functioned in
a fairly stable structure markets, when firms compete in prices and quality and consumers have
choice options. Much more emphasis has been given to the concerns such as the operating costs,
stimulating new initiatives, and protection of consumers from adverse effects such as high prices

and limited options.

The advance of digital markets has led to major changes in the conventional business models. The
three-pronged giants of today’s technological world: Google, Amazon, and Facebook have built
new ecosystems where mainstream business functioning majorly revolves around data. These
platforms employ this algorithms for data collection of consumer information in very large
quantities, which allows advertising and price discrimination.? It has democratized competition
from product-based pricing into attention and data-based rules where companies are after
consumer data rather than sales.® Furthermore, dynamic price setting enables firms to adjust price
in cases where it is necessary by the use of scripts, it has often presented some distinct problems

for regulators in regards to anti-competitive activities.

In this dynamically changing world, consumer rights have gained increasing significance. Most of
the online selling companies employ certain deceptive marketing strategies, known as dark
patterns, due to users’ behavioral biases. Pay-as-you-go, or where consumers are charged
dynamically using information about them, has been argued to present multiple potential issues

due to usability, privacy and fairness concerns.* In digital markets that are rapidly expanding, it is

1 R. Whish and D. Bailey, Competition Law (Oxford University Press, Oxford, 10" edn., 2021).

2 Ariel Ezrachi and Maurice E Stucke, Virtual Competition: The Promise and Perils of the Algorithm-Driven Economy
(Harvard University Press 2016).

% Feng Zhu and Qihong Liu, 'Competing with Complementors: An Empirical Look at Amazon.com' (2018) 39
Strategic Management Journal 2618.

4 Ryan Calo and Alex Rosenblat, 'The Taking Economy: Uber, Information, and Power' (2017) 117 Columbia Law
Review 1623.
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an acute task for policymakers to maintain durable consumer protection and at the same time,
achieve competition objectives.®

1.2 Purpose of the Paper

The purpose of studying competition law and consumer protection law is to understand what role
they play in anti-competitive behavior and their role in preventing consumer detriment. Today with
the rise of social networks and digital markets the likelihood of carrying out anti-competitive
actions and their manipulation has grown significantly. Through analyzing this intersection, the
goal is to determine the missing links in regulation, promote fair competition and consumer

protection against issues such as price fixing and unfair business practices and monopolies.

In this context is essential to focus on consumer protection and prevention of market manipulation,
Digital markets provide tools to a dominant player that allows them to unilaterally decide price,
data and access to the market in detriment to consumers. In the modern world where e-commerce
has taken a center stage and consumers are making decisions on the basis of algorithms and data
analysis, chance of being exploited is very high. The policy implications of this paper are therefore
important in highlighting the need to ensure that future policy approaches aimed at promoting
innovation of digital business models do not compromise the fairness of treatment to consumers
or threaten the overall health of competition in the digital economy. With this, there can be found
a strong and much more sustainable basis for a fair market competition not to mention the

safeguarding of the public from unfair business practices.
1.3 Structure of the Paper

The paper below is divided into four major parts. The Introduction gives the reader information
about the topic with emphasis on its importance, the objectives or questions to be answered.
Therefore, the Literature Review developed here presents an analysis of prior academic work while
highlighting patterns within the field and areas for future study. The Methodology discusses how
the paper was conducted, the instruments used for collecting data and the type of analysis
employed. The Findings section provides discussions of the major findings of the paper and main

conclusions made from the study process. Finally, in the Conclusion part, the main discovered

5 OECD, Consumer Protection in E-Commerce: OECD Recommendations (OECD Publishing 2020).
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findings are reiterated, the implications are deliberated, and the future research directions are
recommended, thus strengthening the impact of the paper to the subject area.

2. LITERATURE REVIEW
2.1 Evolution of Competition Law

Competition law, also recognized as anti-trust law in certain countries, has been in existence for
approximately as long as a hundred and fifty years. Firstly it was aimed at the limitations of
monopolies and anti-competitive behaviors. The first law was the Sherman Antitrust Act of 1890
practiced in the U.S. which was meant to break standards such as the Standard Oil Company.® In
Europe competition policy began with the Treaty of Rome in 1957 and was based on exercising
free trade and integration of markets within the European Union.’

Competition law objectives — anti monopoly, prevention of anticompetitive conduct and consumer
welfare, therefore, still matters. Economists know that monopoly prevents market power or
efficiency because the power to make key decisions is vested with a few companies instead of
other market players, and this often leads to high prices charged by those companies. Protection
of fair competition encourages players to open competition and only the deserving company
represents its competition while protection of consumer interest guarantees the market delivers

values to consumers thus leading to better prices, improved standards and new inventions.®

In the past, competition law was used to regulate market dominance and predatory price control in
off-line markets by the direct examination of mergers and acquisitions, as well as pricing plans.
Traditional authorities including the European Commission and the U.S. Federal Trade
Commission have traditionally monitored and controlled on price-fixing, cartels and predatory
pricing.® Recent shocks relate to the emergence of digital platforms with clear needs for new ways

of intervening in the domination of markets in the digital economy.

2.2 Consumer Rights in the Digital Economy

6 Richard A Posner, Antitrust Law (University of Chicago Press 2001).

" European Commission, 'Competition Policy in a Globalized World' (European Commission, 2022)
https://ec.europa.eu/competition-policy/overview_en accessed 16 October 2024.

8 US Department of Justice, 'Antitrust Enforcement and Competition Policy' (US Department of Justice, 2023)
https://www.justice.gov/antitrust accessed 16 October 2024.

® OECD, 'Competition Enforcement in the Digital Economy' (OECD, 2021)
https://www.oecd.org/daf/competition/competition-digital-economy.htm accessed 16 October 2024.
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The digital economy has affected the consumer markets; hence the need to protect consumership
from emerging perils. As will be discussed in detail, digital markets draw consumers’ attention to
personalized pricing and data-driven marketing techniques, which make them less fair.
Personalization of price where prices are processed through consumer information disaggregation
principle violates the principle of equal treatment established in relevant market transactions. Some
of these practices may result in price discrimination and manipulation of the customers.'® Self-
organized digital advertising, based on the accumulation and processing of huge amounts of
personal information, makes it possible for companies to manipulate consumers’ actions most of
the time unconsciously.* This goes to neutralize the deserved transparency and fairness of the
digital transactions.

These concerns are best legal frameworks including the recent EU- General Data Protection
Regulations and California Consumer Privacy Act (CCPA). In data protection, GDPR sets specific
requirements to data processing firms regarding consumer data collection where the consumers’
consent has to be sought and the general right to data access or data correction granted to
consumers.*? Like, with regard to the CCPA, there are related consumer rights, such as the right
of the consumer to learn the personal information collected and used for what purpose, as well as
the right to opt out of data selling.'®> They both are designed to improve consumer protection
through fairness, transparency, and accountability in the digital market place, focuses on data

manipulation and algorithmic accountability.
2.3 Algorithmic Pricing and Market Segmentation

The usage of algorithms has become apparent in today’s highly competitive markets; decision
makers employ algorithms to come up with market columns and segmentation of consumers
according to their behavior and spending power. They allow the use of what is referred to as the
variable pricing technique in which different consumers are charged different amounts for the same

goods and services. It provides the opportunity for businesses to provide higher price products and

10 Amelia Fletcher, 'The Challenge of Personalized Pricing for Competition and Consumer Protection' (2021) 17
Journal of Competition Law & Economics 1.

11 Alessandro Acquisti, Curtis Taylor and Liad Wagman, 'The Economics of Privacy' (2022) 54 Journal of Economic
Literature 442.

12 paul Voigt and Axel von dem Bussche, The EU General Data Protection Regulation (GDPR): A Practical Guide
(Springer 2021).

13 Cameron Griffith, "The Impact of the CCPA on Consumer Privacy' (2020) 108 California Law Review 1239.
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services to those willing and able, and at the same time offer a different product and service for
those with a lower willingness to pay.*

The implications of the use of personalized pricing to competition, fairness, and the consumer
interest are therefore, conservative. On one hand, client segmentation makes it possible to provide
consumers with better offers and opportunities for discounts and subsidies and is good for those
people who are not ready to pay for additional services, lower income consumers. For instance,
case with consumers who can benefit from offers that best suit them through targeting by offering
them products or services that fit their preferences and available cash.'® At the same time, there
are many doubts in terms of equity, especially when the use of automated pricing results in the use
of the worst scenario for consumers who are undeserved and disadvantaged, for example, due to
lack of information and resources. This may negatively affect consumer surplus and increase

inequality which in turn will increase pressure for more regulation.®

Further, algorithmic pricing may alter competition between sellers, as the firms having more
effective algorithms will outweigh the firms of lesser size. This dynamic increases questions
related to market power and fears linked to marginal behaviors dominating markets (producers and
traders) whose activities may be anti-competitive.}” This paper identifies that fair competition,
regulation, and experimentation must work in harmony to realize PPC’s benefits for consumers

without upsetting competition or social justice.
2.4 Dark Patterns and Manipulative Marketing Tactics

Dark patterns are in digital marketing are tricks that force users to make decisions while
undertaking actions that they would not deliberately opt for, with the main goal being to favor
businesses.'® Such techniques may involve camouflaged advertisements, questions that seem

harmless but in fact are actually leading the consumer to buy a product or subscribe to a service,

14 Ariel Ezrachi and Maurice E Stucke, Virtual Competition: The Promise and Perils of the Algorithm-Driven
Economy (Harvard University Press 2016).

15 Alessandro Acquisti, Curtis R Taylor and Liad Wagman, ‘'The Economics of Privacy' (2016) 54 Journal of Economic
Literature 442.

16 Michal S Gal and Niva Elkin-Koren, 'Algorithmic Consumers' (2020) 34 Harvard Journal of Law & Technology
309.

17 Dino Mattioli, 'The Power of Personalization: How Algorithms Shape Market Competition' (2020) 8 Journal of
Antitrust Studies 47.

18 Arunesh Mathur and others, 'Dark Patterns at Scale: Findings from a Crawl of 11K Shopping Websites' (2019) 3
Proceedings of the ACM on Human-Computer Interaction CSCW 1.
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extra charges concealed under other charges, and those misleading next button continuity tricks
that in fact are forcing consumers to buy a product that they did not desire in the first place.!®
Consequently, dark patterns are these days commonly implemented in the interface of e-commerce
and social media apps, where the user is tacitly steered to an undesirable choice without noticing
that they are manipulated.

Studies reveal undesirable consequences of those strategies on the dispositional freedom of
consumers and fair competition in the market. Dark patterns distort choice architecture as they
make businesses have more information than the consumers, through information asymmetry. This
hampers free choices since consumers’ access limited information likely to facilitate competition
since users are captured in systems that dictate restrictions on choices available to them.?
However, such practices entail various unethical practices that may also contravene the laws

regulating consumer relations by being opaque.?

As a result, regulatory bodies are shifting their attention to constructing standards of detrimental
dark patterns. But there is a problem with enforcement still, because these are often subtle
manipulative tactics that likely require greater consumer protection and legal changes in the online

marketplace.
2.5 Regulatory Responses to Digital Market Challenges

With the recent growth of digital markets with new trends including data dominance, algorithmic
transparency, and consumer protection in the digital space a new form of regulation has emerged.
In the European Union, there are some new activities, the first is the Digital Markets Act DMA
that regulates the control for fair completion over large digital platforms, also known as
gatekeepers, and the second, Digital Services Act (DSA) that focuses on the consumer protection.?
These regulations require organizations to explain how decisions are made with the help of

algorithms and offer tools to avoid such injustices as self-favoring by market leaders.

19 Casey M Gray and others, 'The Dark (Patterns) Side of UX Design' in Proceedings of the 2018 CHI Conference on
Human Factors in Computing Systems (2018) 1.

20 Harry Brignull, 'Dark Patterns: User Interfaces Designed to Trick People’ (Dark Patterns, 2015)
https://darkpatterns.org accessed 18 October 2024.

2L Arvind Narayanan and others, 'Regulation of Dark Patterns in Consumer Online Environments' (2020) 63
Communications of the ACM 42.

22 European Commission, Digital Markets Act (DMA) (European Commission 2022) https://ec.europa.eu accessed 18
October 2024.
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In the U.S., accompanies to eliminate anti-competitive legislation have been proposed including
the American Innovation and Choice Online Act aimed at preventing monopolistic behavior of the
market giants, especially in terms of concentration of market power.? FTC has ramped up its
attention towards privacy and data security with an effort to level responsibility for algorithmic

wrongdoings.?

Other regions have also followed the suit by developing measures to address the digital markets
especially Asia that advance measures hence China. In 2022 the amendment of Anti-Monopoly
Law of China put more pressure on big techs particularly on the issues of controlling monopolistic
dominance of data and promoting fairness and parity.?® Furthermore, the most recent regulation
operating in Japan, the Act on Improving Transparency and Fairness of Digital Platforms
comprehensively corresponds to the contemporary trends for building up the legal framework in

digital markets.?

These regional frameworks reveal a global attempt to grapple with global technological issues
confronting digital platforms, although with different emphases on competition regulation,

platform transparency, or consumer protection.
3. RESEARCH GAP
3.1 Identified Gaps in Literature

There are certain issues which are still unanswered or unexplored in the literature relating to the
competition law-cum-consumer protection perspective in the digital environment. One of the
conspicuous omissions is the lack of strong and unified theories the share both the competition law
and consumer protection laws. Even though there is a vast amount of research done on competition
issues in digital markets, extant work tends to address these issues in isolation from consumer

protection problems. In such a fragmented approach, one stifles ways of addressing the

23 House Judiciary Committee, 'American Innovation and Choice Online Act' (2021) https://judiciary.house.gov
accessed 18 October 2024.

24 Federal Trade Commission, 'FTC Announces Investigations into Algorithmic Harms' (FTC, 2023) https://ftc.gov
accessed 18 October 2024.

% State Council, 'Amendments to China's Anti-Monopoly Law' (2022) https://english.www.gov.cn accessed 18
October 2024.

% Japan Fair Trade Commission, 'Act on Improving Transparency and Fairness of Digital Platforms' (2021)
https://www.jftc.go.jp accessed 18 October 2024.
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multifaceted issues that are characteristic of these markets: market power and consumer welfare.?’
It may be easier for the policymakers to address the issues concerned with the monopolistic
behaviors or selfish exploitation of the consumers within an integrated framework.

The second major gap arises from low empirical research addressing the reality of long-lasting
impacts of personalized pricing and manipulative marketing on consumer welfare. These two are
among the topics researchers have laid much emphasis on short-term effects like immediate price
discrimination that the use of algorithms in selling has without considering the long-term effects
it has on consumers’ trust and fairness on the market.?® Knowing these long-term consequences is
particularly important as mobile and social applications of personalized pricing and targeted

marketing mature in the era of data-driven marketing.

Additionally, there is little research on how the present laws may accommodate innovative
products while at the same time protecting consumers. On one side, digital markets foster
innovation, on the other side they pose risks to consumers, where privacy infringements and
misinformation are a severe issue.?® These new market developments present a number of
challenging issues that incumbent regulatory frameworks are ill-suited to address, and there is a
significant vacuum in trying to guarantee that innovation does not necessarily have to harm

consumers’ rights.

Table 1 summarizes the research work of the authors with its advantages, disadvantages and

research gap.

Author(s) & Title of the Advantages Disadvantages Research Gap
Year Research
Virtual Detailed There are far Research on legal
Competition: examination  of fewer requirements for
The Promise algorithms as the references to regulation of
and Perils of factor of aspects of algorithmic

27 Maurice E Stucke and Ariel Ezrachi, Competition Overdose: How Free Market Mythology Transformed Us from
Citizen Kings to Market Servants (Harper Business 2020).

28 Ryan Calo and Alex Rosenblat, 'The Taking Economy: Uber, Information, and Power' (2017) 117 Columbia Law
Review 1623.

29 Natali Helberger, Katharina Kleinen-von Konigsléw and Rosemarie van der Noll, 'Online Personalisation: From a
Cultural to a Legal Perspective' (2020) 43 Journal of Consumer Policy 475.
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Stucke &  the Algorithm- competition and regulations that competition in
Ezrachi Driven positive impacts will govern various industries
(2016)*° Economy on consumers. new Al market
segments.
Big Tech and These include a Largely about Minimizing risks

the Digital = discussion of the ‘Big Five’ regarding trust and

Economy: The power relations in tech giants, consumer protection

Moligopoly social media and doesn’t mechanisms
Petit (2020)*"  Scenario how firms carry = prioritize connected with
out their smaller social smaller platforms
competitive media remains an under-
behaviors online. illuminated topic
The Impact of Understanding Relatively International
Digitalization ~ how EU covers more on comparison of
on EU competition law is Europe competition laws and

Competition evolving to meet restricting the effect regulation on

Cauffman | aw: A the consequences general consumers’ rights in
(2018)* Consumer of the coming applicability — broader perspective
Protection digital economy economically.

Perspective

Amazon’s Discusses key Overly The Biden

Antitrust aspects of centered on the administration’s need

Paradox Amazon’s US market; it to take an
(;:j;; business  model has no sense of international

and how that regulatory approach

50 Ariel Ezrachi and Maurice E Stucke, Virtual Competition: The Promise and Perils of the Algorithm-Driven Economy
(Harvard University Press 2016).

%1 Nicolas Petit, Big Tech and the Digital Economy: The Moligopoly Scenario (Oxford University Press 2020).

32 Caroline Cauffman, 'The Impact of Digitalization on EU Competition Law: A Consumer Protection Perspective'
(2018) 14 European Competition Journal 222.

33 Lina M Khan, 'Amazon's Antitrust Paradox' (2017) 126 Yale Law Journal 710.
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challenged the global to address digital
antitrust digital market. = behemoths like
regulation Amazon

Data Focuses at the Little Privacy and data

Accumulation  consequences of knowledge on protection as part of

and data aggregation consumer consumer rights in
Colangelo & . . . .
Competition for antitrust laws protection digital markets need
Maggiolino . . . .
Law: Antitrust for technological concerning more analysis.
(2019)% L :
Implications of behemoths privacy
the Digital situations
Economy
Geradin &  Online Sound analysis of Legal points of They  want  the
Katsifis Platforms and the internet and view are influence of online
(2021)*° Digital competition law  prominent environments on the
Ecosystems: while welfare selection of consumer
How  Should of the preferences be given
Competition consumers IS more attention when
Law React? hardly it comes to consumer
mentioned protection.
The Rise of Examines Inadequate More research is also
Behavioral implementing of provisions/pro  required to
Discrimination  the extra pose set of big understand how
Ezrachi & . , .. -
: How Big Data ‘personalized’ data policies to regulatory  activity
Stucke . N . - -
Enables price and minimize big utilizes pricing from
(2020)%° :
consumer data abuse the perspective of

34 Giuseppe Colangelo and Mariateresa Maggiolino, '‘Data Accumulation and Competition Law: Antitrust Implications
of the Digital Economy' (2019) 10 Journal of European Competition Law & Practice 459.

35 Damien Geradin and Dimitrios Katsifis, '‘Online Platforms and Digital Ecosystems: How Should Competition Law
React?' (2021) 2 Concurrences 1.

3 Ariel Ezrachi and Maurice E Stucke, 'The Rise of Behavioural Discrimination: How Big Data Enables Personalized
Pricing' (2020) 11 Journal of European Competition Law & Practice 84.
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Zuboff
(2019)%’

Personalized
Pricing

The Age of
Surveillance

Capitalism:

The Fight for a
Human Future
at the New
Frontier of

Power

3.2 Research Questions

discrimination

question.

Provides valuable
information about
how corporations
gain and profit
from  consumer

information

Table 1

Less dedicated
to the
consequences

for competition
law; more idea-
laden than

policy-oriented

ISSN No: 3048-5371

consumer protection

and product

differentiation.

More study on how
specifically
surveillance

capitalism influences

competition and
consumer  protection
throughout digital
markets

1. How the competition law can be amended to safeguard consumers in the digital markets

where usage of dynamically set tariffs, combined with discontinuous manipulation of

consumer behaviors, is the norm?

2. What is some of the best regulatory strategies that can help policy makers achieve an

optimal balance between market creativity on one hand, and customer security on the

other?

3.3 Justification for the Paper

Growth of the digital economy has introduced new problems concerning consumers’ protection

from unfair practices and abuses, so legal developments addressing market power are insufficient.

A measure used by most legal systems is to limit monopolistic behavior while neglecting other

innovative forms of exploitation that appear in the context of digital economy. This includes

matters such as data collection and processing, misleading consumption advertising, unfair as

algorithmic based treatment, and unclear term and services that negatively impact on consumer’s

self-determination and protection. These practices take advantage of the capability gap that exists

57 Shoshana Zuboff, The Age of Surveillance Capitalism: The Fight for a Human Future at the New Frontier of Power

(PublicAffairs 2019).
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between giant technology firms and ordinary users, who may be oblivious of much of what goes

on in the digital realm.

Due to globalization, it is important in the current society to avoid the gulf between technology
and customer protection. Lack of adequate protective legal frameworks at country level implies
that there is an imminent need to change the laws governing digital businesses at an international
level today. Such changes should include privacy of personal information, disclosure in the digital
markets, and fairness of algorithms’ actions. Because these changes all concern consumer
protection rather than simply market competition, they can guarantee that the advancements
enabled by technology will not leave the consumer exposed and at risk of being exploited. Finally,
specific legal adjustments corresponding to the existing new world will create a level playing field

where consumers’ rights will be protected, together with new opportunities for market players.
4. METHODOLOGY
4.1 Research Design

The qualitative means for this paper will include legal research, case studies, and policies. This
will involve engaging in legal research for statutes, case law and/or international treaty that will is
relevant to the area of law in question; assess the main concepts of an area of an identified legal
system; and determine the legal principles, doctrine and/or framework that applies in a specific
legal area. The case study approach will entail working through particular legal cases or legal
incidents, which gives background information and looks at legal standards or in the field to
investigate. Policy analysis will evaluate strengths, weaknesses, opportunities and threats affecting
current legal and government policies. Information will be gathered from legal papers,
professionals and policies as well as stress will be laid on the hermeneutics approach of analyzing
findings. The use of these three perspectives of legal-empirical research: legal, case, and policy
will in-tandem give a broad understanding of the issue at hand while at the same time imparting

depth and richness to the findings.
4.2 Data Collection

The sources of data collection for this research on competition law in digital markets are as follows.
Legal documents include competition instruments such as DMAs, specifically the EU Digital

Market Act as well as the US Sherman Act, as the building blocks. Since the information is
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complemented with major announced antitrust cases, these case descriptions often come from the
European Commission’s decisions against tech giants like Google or Apple, and thus provide the
audience with an actual-state understanding of how competition law works in the digital economy
environment. Works of competition authorities also consist of policy publications such as reports
and guidelines from the European Commission, the U.S Federal Trade Commission, and others.
These documents entail current regulatory trends, measures of compliance and enforcement and
new directions in policy towards dominance and anti-competition in the operation of markets.
Altogether, the studied sources provide a holistic picture of the legal, regulatory and enforcement
aspects of competition law as it applies to the digital markets.

4.3 Data Analysis

To understand how competition law is developing to address these difficulties in digital markets,
legal techniques such as scholarly analysis, case study approach, and surveys. Legal specialists
analyze legislation and rules and regulations governing different sectors and organizations and the
enforcement and judicial actions. Comparative studies of jurisdictions, including the EU and the
U.S., make it easier to explain how the laws evolve to address new phenomena, including

personalized pricing and algorithmic accountability.

Regarding the case studies, it tries to discern fairness in the end through personalized pricing,
where the consumer protection law is applied. Parts of algorithmic transparency are explored by
determining whether competition authorities can read and comprehend proprietary algorithms to
distinguish anti-competitive practices. Dark patterns, manipulative web design is analyzed in terms
of the effect on consumer sovereignty and elements of the market. They all reveal the lack of
regulation and present ideas for improving its state and increasing its awareness, to counteract the

position of digital economy.
5. FINDINGS AND DISCUSSION
5.1 How Digital Markets Challenge Traditional Competition Law

Digital markets, mainly controlled by Amazon, Google, and Facebook, are especially problematic
for traditional competition law, which is mainly due to their monopoly properties and market
structures. Many such platforms manage colossal environments in which they are the dominant

operators who have the power to restrict competitors and options. This basically of traditional
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competition law, which relies on measures of market share and customer benefits, is rendered
problematic for digital platforms for a number of reasons stemming from its inherent multi-
sidedness. For example, Google occupies both search and advertising markets and gets positive
feedbacks and additional value from network externalities. This concentration of market power
decreases competition and this makes it almost hard for new entrants to operate on the same plane

as the incumbents.3®

It is also important to note that through the use of digital platform, concerns of consumer choice are
also tilted. While they provide so called ‘free’ services, they make money off of data — consumers
trade their information for goods and services, effectively paying with their privacy. This mode of
remuneration is itself outside basic antitrust analysis that looks at price and quantity. Additionally,
platforms can give preference to their own services at the expense of rivals, as for example Amazon

which prefer its goods to third-party sellers.®

Addressing these markets requires change in antitrust laws; some scholars are pushing for a shift
from the behavioral remedies to structural remedies like severing the markets by dominant platforms
or requiring the dominant firm to share data.*® Competition policy thus has to always shift its focus

in relation to digital markets to safeguard the consumer interest.
5.2 Impact of Personalized Pricing on Consumers

Advanced customer analytics helps the companies to apply dynamic pricing models which in turn
presents an opportunity for setting up the price value dependent on the buyer’s behavior, location,
browsing history, etc. Although such practice can help improve efficiency in the market and bring
pecuniary gains to some consumers through discounting it has profound issues regarding fairness

and discrimination.

First, the use of personalization may bring about discrimination; consumers are charged varies prices
for similar goods or service depending on the characteristics they portray. For instance, if a certain
customer has high income or a strong background of past purchases, he may be given high levels of

price which others are given discounts. This can be unbeneficial since, by extending cost break

38 Lina M Khan, 'Amazon's Antitrust Paradox' (2017) 126 Yale Law Journal 710.

39 Luigi Zingales and Guy Rolnik, 'A New Antitrust for the Digital Economy' (2020) 87 University of Chicago Law
Review 45.

40 Maurice E Stucke and Ariel Ezrachi, Virtual Competition: The Promise and Perils of the Algorithm-Driven
Economy (Harvard University Press 2016).
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discounts to consumers, it also disadvantages the affluent which are already at the receiving end.*
Furthermore, this pricing strategy can influence opportunistic deception of the consumers-most of
whom are not fully informed on the market—poor and otherwise clueless consumers who have been

duped into paying more than better informed and technologically adept consumers.*2

One of'the biggest issues surrounding personalized pricing it is that it also erodes consumers’ trust.
Research done on various service sectors such as the Amazon and airline industry have revealed
that as soon as the consumers get informed of the such differential pricing strategy, their
confidence in the organization in question goes down.** Consumers always have the impression
that they are being ripped off since the prices vary with each individual. This can cripple customer

loyalty and business reputation in the long run resulting in severe harms.**

Another major concern evaluated is market equity. We focus on three vulnerabilities including
fixed and personalized prices distorting competition due to superior information that large firms
acquire. This is not only applicable to consumers but also to other SMEs who can ill afford to

conduct data-oriented price detective work as easily as multinational corporations.*
5.3 The Role of Manipulative Marketing Tactics in Eroding Consumer Rights
5.3.1 The Impact of Dark Patterns on Consumer Autonomy and Transparency

Misleading and trickery strategies including dark patterns are highly damaging to consumer rights
by indirectly reducing the rights of consumers in terms of decision-making and the right to
information. Dark interfaces are intentional interfaces that are used to trick users into making
actions that are disadvantageous to them; this includes signing up for services they do not require

or sharing of information they are not comfortable sharing, or buying things they never intended

4 Ameet Rambachan, Jon Kleinberg and Jens Ludwig, 'Discrimination in Algorithmic Pricing' (2020) 117
Proceedings of the National Academy of Sciences 7688.

42 Aniko Hannak and others, 'Measuring Price Discrimination and Steering on E-Commerce Websites' in Proceedings
of the 2014 Conference on Internet Measurement (2014) 305.

43 Julian Mikians and others, 'Detecting Price and Search Discrimination on the Internet' in Proceedings of the 11th
ACM Workshop on Hot Topics in Networks (2012) 79.

4 Alessandro Acquisti and Hal R Varian, 'The Economics of Privacy' (2021) 59 Journal of Economic Literature 341.
4 Maurice E Stucke and Ariel Ezrachi, Virtual Competition: The Promise and Perils of the Algorithm-Driven
Economy (Harvard University Press 2016).
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to buy. They all work on psychological hearts; they mislead consumers or make them fall for
something, which is against the principles of autonomy and non-maleficence.*®

It also pointed out that in digital markets, such tactics are rather frequent, and thus, it remains
largely challenging to understand the nature of transactions in the online market space with
certainty. For example, such strategies as so-called forced continuity, which means that
subscriptions turned out to be paid after the free trial, or it remains unclear, interfere with
customers’ self-rule. These tactics can also lead to financial loss and decrease trust to E-commerce

platforms.*’

These strategies are mitigated by legislation and agencies such as GDPR to fight them by making
the processes transparent and make the user consent voluntary but informed.*® However, there is
still much enforcement of manipulative marketing practices, as they adapt to new technologies, as

there is still a need for tighter regulatory actions.
5.3.2 Addressing Anti-Competitive Tactics within Existing Legal Frameworks

At present, there is a lot that competition regulators can do to counter anti-competitive strategies
through the application of antitrust laws and policy instruments. First, they are in a position to
examine and object practices as predatory pricing, abuse of dominance and vertical or horizontal
agreement which hinder competition. By analyzing the market, such as the market structure, prices,
dominant players, and other market parameters, the regulators determine some of the ill practices
like contract, vertical restraints which may hinder the entry of small players into respective
markets. Measures are also fines, structural measures or behavioral remedies to unbundle

dominance and restore competition.

In the digital economy, competition authorities may respond to such behaviors as data
monopolization, or unfair use of market power by paying greater attention to mergers of digital

enterprises. Current structures include the EU’s Digital Markets Act (DMA) or the US antitrust

46 Arunesh Mathur and others, 'Dark Patterns at Scale: Findings from a Crawl of 11K Shopping Websites' (2021) 5
Proceedings of the ACM on Human-Computer Interaction CSCW1 1.

47 Reuben Binns and Marian Van Kleek, 'The Dark Side of Personalization: Infrastructural and Economic Issues
Behind Exploitative Dark Patterns' (2022) 175 Journal of Business Ethics 120.

8 Tomas Pape, 'GDPR Enforcement and Dark Patterns: Aligning Privacy with Design Ethics' (2023) 25 Digital Policy,
Regulation and Governance 145.
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laws under which regulators are able to implement efficiency requirements such as data sharing

requirement or prohibitions of unfair practices.

Regulators also actively cooperate in their countries to make best practices and co-ordinate
enforcement approaches so that methods that disadvantage cross border markets are addressed
efficiently.

5.4 Regulatory Frameworks: Adapting Competition Law to Digital Markets

Data-driven markets present severe threats to traditional competition law because the
characteristics of digital markets are not comparable to those markets. It is crucial to develop the
legal base that can sustain competition out of the box: in the application of network effects, data
monopolies, and algorithms. The business giants such as Google, Amazon and Meta (Facebook)
collect a massive amount of consumer data thus exerting high entry barriers in consolidating the
market influence. The issues described above cannot be resolved under the conventional antitrust

not because of the high prices but because the value is in the data.

Quite a number of jurisdictions are already in the process of integrating their frameworks according
to these issues. The most famous case for now is the EU Digital Markets Act or DMA generally
aimed at gatekeeper platforms; the regulation’s rules are aimed to support competition, including
a requirement for data portability, access to ‘restricted’ services, and a prohibition on self-
preference. In the United States, the Federal Trade Commission (FTC) and the Department of
Justice (DOJ) both want to revamp the its antitrust policies in how they relate to Big Tech, as well

as how data aggregation affects consumers.

New regulatory models must pass principles of transparency, accountability and fairness to meet
the current digital market’s needs. Another reason is the lack of openness, through which
companies obtain and process data; both regulators and consumers require this information. This
means that there is a need to check the algorithms and other forms of Al decision and this can only
be possible with accountability mechanisms in form of oversight to provide fair competition. The
issue of fairness arises because dominant platforms can misuse data advantages for the

disadvantage of consumers and other, smaller actors.

Therefore, in order to ensure that competition law is effective in controlling competition in the

new digital economy, there is a need to apply changes regarding the new reality of this type of
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competition. Subsequent regulation therefore needs to focus on more equitable distribution of data
power which will, in turn, create fair competition that drives innovation while at the same time

safeguard the consumer from monopolization by big data firms.
6. CONCLUSION AND RECOMMENDATIONS
6.1 Summary of Key Findings

New technologies of digital markets increase specific challenges to the ordinary competition law
and consumer protection. Internet-based or related services that span international borders employ
state-of-the-art mathematical, data gathering and tailored services that contradict orthodox
approaches to regulation. One of them is algorithmic pricing, whereby firms utilize consumer data
to tactfully adjust prices, thus they would potentially create a structure, which is anti-competitive.
This may be dangerous to consumers since it distorts price transparency thereby causing
information asymmetry, pointing to the fact that the consumer cannot easily determine what
reasonable price to pay. Moreover, massive digital platforms’ dominance has been problematic

due to increased market control, and limited opportunities for competitors.

Furthermore, works distributed across the border in the context of digital markets create a problem
for enforcement. Consumers often interact with social platforms that are in other legal territories
and thus applying the national competition and consumer protection laws might be very hard.
These platforms also benefit from data gatekeeper power as they harness consumer data to enhance
the position of these digital platforms therefore increasing power inequalities between the
platforms and consumers. Expanding categories of work relationships, such as gig economy
platforms or marketplaces, further erode boundaries between employment and self-employment
and, on the consumer side, between direct and indirect business transactions, remove legal

safeguards for both gig economy workers and consumers.
6.2 Recommendations for Policy and Regulation:

In order to overcome these challenges a spectrum of legal amendments and policies needed to be
added to establish a shield of consumer protection in digital markets. First, competition authorities
should learn proactive regulation to follow the continuously changing market in digital
environments. This also covers matters concerning the setting of rules in how algorithms set and

apply prices with a goal of avoiding discriminations and anti-competition. Rather more attention
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should be paid to the increased data transparency, which means platforms should explain how
consumer data is being incorporated into price formation and in the formation of the overall

consumer environment.

Second, the appropriate influence of the regulation should be aimed at establishing the rules of fair
competition to weaken monopolistic functions of dominating platforms. This may include policies
which regulate permissible conduct and structure to stop the large digital platforms from engaging
in behaviors that potentially harm competition including exclusivity and self-preference policies
that harm smaller scale competitors. In the same way, the gig economy worker must be given legal
rights and labor rights if they are to be protected in the new digitalized economy and safe guarding
mechanism for the digital based platform employee.

Moreover, the global cooperation is critical to the regulation of digital markets as these markets
are international. International organizations and trading partners should focus efforts on the
process of integrating the regulations of digital markets, and establish a coherent structure, which
safeguards customers irrespective of their location. This would increase enforcement of consumer
rights, eliminate cases of regulatory arbitrage, and make digital platforms non-compliant in every

jurisdiction in the world.
6.3 Future Research Directions

Several lines of future research could help to reveal a range of additional effects of digital markets
over time with regard to competition and consumer rights. One neglected area is the call for
empirical research on the impact of algorithmic pricing on consumer surplus and competition.
Researching these phenomena, or threats posed by OFD would provide a better comprehension of
the correlation of algorithm operated pricing mechanisms on the consumers and market

competitors, and on the influence, which it brings in relation to market distortion.

Furthermore, an integration of law, economic, and technology is significant in creating the policies
that make up the regulation of various technologies. For this research, more attention should be
paid to the relationship between emerging technologies including artificial intelligence and big
data analytics and market forces with consumer behavior. Another research can look towards
determining how data ethical considerations might be used to formulate future protectionist

consumer legislation to protect consumers from digital platforms that operate in opaque ways.
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Hence, expanding insights from various fields in the future would form a base for implementing
better-tailored regulatory approaches capable of strengthening the consumer protection and fair

competition concept in the context of the digital environment’s constant change.
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